National Agency for Information Society 

Pursuant to the call for inputs in regard to the preparation of the report on the Human Rights Council resolution 47/23 on new and emerging digital technologies and human rights, please find below the contribution of the National Agency for Information Society.
New technologies have great potential to support the exercise of individual rights and freedoms. Without them, it would have been impossible to balance physical isolation and maintain economic and social activities during the COVID-19 pandemic. Such opportunities are expected to benefit everyone, including those in vulnerable situations, such as women, children, persons with disabilities and refugees.
The National Agency for Information Society in collaboration with the Ministry of Health and Social Protection in Albania, launched a dedicated website with integrated and up to date information about COVID-19. The website was  a very practical tool of information for citizens, adapted in mobile or desktop, with the latest news regarding the situation of Covid-19 pandemic in Albania and also all over the world. The citizens, businesses and public administration could get informed about preventive restrictions undertaken by the government, financial measures and up to date statistics about Covid-19.
e-Services made available on the e-Albania Governmental Portal
- Permission to leave the house for grocery shopping, pharmacies
To reduce the spread of COVID-19, during the pandemic emergency situation, all citizens leaving the house for grocery shopping, pharmacies were required to obtain a special daily permission from the e-Albania portal. Interoperability ensured that:
· Only one person per family certificate could apply in one day
· Retired people were not able to apply (they were advised to stay home)
After the real-time validation, the permission was sent immediately electronically to the citizen via email/SMS and the QR code ensured the authenticity of the permission when showed to the police officers. Circa 500,000 applications on e-Albania were registered in the first 10 days.
For citizens who did not have access to internet or foreign citizens located in Albania, there was also the possibility to apply via a text SMS to 55155 (free of charge). The response (approved permission or rejection) was sent to the citizens via SMS within 24 h.
- Permission to leave the house for working
After enabling the movement of citizens leaving the house for grocery shopping, pharmacies via the dedicated online service on the e-albania portal, another e-service facilitating the movement of citizens via personal vehicles and motorcycles was made available on the portal. This weekly permission was valid only for the citizens, who still went to work during the pandemic situation and had to follow a strict itinerary: Home-Work-Home. The permission request could be made only by employees of the businesses allowed to exercise their activity according to the normative acts, or by the employees of the public administration. Interoperability ensured that:
· Only employees of the businesses allowed to exercise their activity, according to the normative acts, were able to apply;
· The online form with personal vehicle data already prefilled was provided to the citizens who own a vehicle and have it registered under their name. In this case, the only action they did is click the ‘Submit button’; 
For citizens who did not have the vehicle they would be using registered in their name, the online form allowed to fill out manually the vehicle’s license plate and its unique identification number. After the real-time validation, the permission was sent immediately electronically to the citizen via email/SMS and the QR code ensured the authenticity of the permission when showed to the police officers.
On the other hand, for citizens who did not have access to the internet or foreign citizens working in Albania, the possibility to apply via a text SMS to 55155 was also available. The response (approved permission or rejection) was sent to the citizens via SMS within 24 h.
- Permission to leave the house for health reasons
This e-service was made available to individuals who were chronically ill or had other health problems and needed to see a doctor. They could apply for a permit within the official schedule from 05.00 to 17.30, every day of the week, only for the route: home-medical center-home. This permit did not apply to emergencies, which did not require any type of permit. The patient could only be accompanied by another person and had to have with him a medical document, which confirmed his health issue.
- Permission to leave the house for vehicle procedures
Permit for the General Directorate of Road Transport Services (GDRTS)” was valid for those citizens who needed a permit to go by vehicle to the counters of GDRTS and its regional directorates to perform services for their vehicle within the official time band: 05.00-17.30. This permission was valid for the entire process, from departure to the nearest regional directorate, as well as to return home.
Moreover, the database of the vehicles was consulted in order that if a vehicle was registered in the name of the citizen, it would automatically appear on the application form. On the contrary, the citizen manually filled in the license plate and chassis number.
Online service for employees in open businesses
- Business permission
Beginning from 27 April 2020, the e-service "Business permission" was added to e-Albania, aiming to facilitate the movement of employees in open businesses during the COVID-19 situation, according to the 3 specifics concerning the type of service that the business offers.
1. “Transportation permit for staff” provided a weekly permit for the circulation of vehicles (buses/vans) of private companies that performed the transport of employees according to the itinerary: house-work-home.
2. “Permit for business’ needs” enabled the provision of weekly permits at any time within the official time band: 05.00 in the morning until 17.30 in the afternoon for receiving various private or public services.
3. “Permit for business’ services” enabled the provision of unlimited weekly permits for those businesses, which provided service 24/7.
- Attestation of Open Economic Activity 
With the opening of businesses, a new e-service was added to e-Albania to obtain a "Attestation of open economic activity", a document proving that a business is authorized to function even in the pandemic time.
Technical standards for new and emerging digital technologies can impact the enjoyment of human rights in both positive and negative ways. On the one side, these standards do help create an infrastructure that can be used to facilitate the exercise of human rights, such as supporting access to information and providing a platform for freedom of expression. On the other hand, if not designed with proper safeguards and oversight, these standards can potentially be used to facilitate the surveillance of citizens, hinder access to information, or even deny people their right to privacy. It is therefore essential that standards are created and enforced with a human rights-based approach, considering all the potential implications for human rights.
Therefore, service providers are obligated to conform to current legislations and regulations, which do guide the use of their collected data. According to current regulation in Albania, government data ought to be stored and administered by the responsible government body (Pursuant to law no.10 325, dated 23.9.2010).
Data privacy is important for ensuring that individuals can exercise their right to privacy, which is enshrined in a range of government set standards. It is also essential for protecting personal information and preventing its misuse, especially when it comes to sensitive personal data such as health records or financial information. Data privacy also ensures that service providers in Albania properly handle their collected data, processed, and shared, and that they have the right to request access to and rectification of the data held about them (Pursuant to law No. 9887, dated 10.03.2008, amended by Law No. 48/2012, amended by law no. 120/2014). Finally, data privacy helps to protect individuals from potential harms such as identity theft and fraud and enables them to trust in digital services and to participate in online activities without fear of misuse of their data.
The National Agency for Information Society has initiated various projects to inform its citizens of their rights and realize those rights through digital means. It is also working on improving digital skills to give citizens a better overview on how innovation impacts human rights and how they can be more careful and aware of their digital data. 
On the other hand, the Albanian government is investing in the digital skills of the youth through various projects and initiatives. Currently, the National Agency of Information Society is equipping pre-university education schools with smart laboratories to stimulate an interactive learning environment. Furthermore, coding has been introduced since the first grade (as a stand-alone subject – piloted during the 2020 – 2023 school year) through international coding games to enable an interesting and engaging learning process for students.
Smartlabs 
One smartboard is placed in each lab to enable live demonstration of various ICT/coding exercises as well as to better organize the information on the board through multimedia (lists, videos, images, audio, animations, etc.). The project includes 15 laptops for students and one for the teacher, to encourage working in groups by moving laptops in the classroom. Network and electricity works has been conducted to reflect the design of the lab. Microbits are also part of the lab.
1st Grade Coding  
During 2022, the National Agency of Information Society in collaboration with the Ministry of Education and Sports, the Minister of State for Youth and Children and the Albanian-American Development Foundation worked on drafting the first grade ICT curriculum.
The CodeMonkey platform that is being used to teach the subject of technology in the first grade (also used by more than 25 million children worldwide) is bringing a completely new way of learning, through interactive games with animated characters loved by children, to make the lesson as attractive as possible and interesting for them. Introducing coding concepts to such a young age is not only related to coding itself, but studies show that it develops children's critical thinking skills, encourages them to find creative solutions to problems, and develops their logic for other subjects such as mathematics, physics, chemistry etc.
 On the other hand, during the classes children do learn the fundamental of security and online safety, such as: not everything they read online is true, the “source of information”, what’s a strong password they need to use to protect “their data” etc.
Next steps
· During 2023, with the support of the World Bank, this project will be extended to 200 more schools.
· The second-grade ICT curriculum will be developed and piloted in the first 100 schools that were part of the pilot project during 2022. 
· Each year a new curriculum will be created for the third, fourth grade, etc. which will be initially piloted in the 100 schools of the pilot project and the following year will be extended to all the schools equipped with smartlabs. 
· The first-grade ICT curriculum will be implemented in 300 schools in total during 2023.
· Monitoring mechanisms to measure the effective usage of the labs and the coding platform learning outcomes will be established with the support of the World Bank’s expertise.
· All pre-university schools will be equipped with smartlabs by 2025, due to the WBIF support.
Furthermore, Albania has approved the Digital Agenda 2022-2026 that sets out its vision for responding to a changing digital landscape and aims to encourage investments in key areas of advanced computing and data processing, artificial intelligence (AI), cyber security and the advanced digital capabilities needed to further develop them. It has the potential to connect businesses, the public administration and citizens with the latest technologies and resources, as well as it will help becoming globally competitive and strategically autonomous, developing and directing society towards the Digital Transformation.
The purpose of this document is to set goals for the coming years by following modern data platforms and digital technologies to get acquainted with the needs of citizens, overcome the lack of resources and adapt to the new way of working remotely by further advancing the digitalization of government services and the development of cyber capabilities.
To guarantee public consultation, information and accountability, as well as to report, several portals have been built for interactive communication with citizens: Public consultation, for the consultation of draft acts and strategic documents; Opendata.gov.al for the publication of open state data in editable formats; Albania We Want, for denouncing corruption and citizens' complaints against public institutions; the portal of the Center for Official Publications for the publication of Albanian legal acts in accordance with the standards of the European Union.
A holistic approach to human rights in the context of new technologies requires translating human rights norms into practical standards that are understandable to businesses   and engineers.
The design processes need to consider universal human rights, including economic, social and cultural rights, as well as the rights of women, persons with disabilities, children and other vulnerable groups.
NAIS has planned the transposition of EU Directive 2016/2102 on accessibility, which will be transposed by a Council of Ministers Decision aiming to make public sector websites and mobile applications more accessible, and harmonize varying standards within the EU, reducing barriers for developers of accessibility-related products and services.  This will allow Albanian citizens, particularly those with a disability, to gain easier access to public services.
One of the priorities for 2022-2025 is also adapting the e-Albania government platform for usage by people with special needs. Today citizens receive through e-Albania any state document, from personal certificates to property certificates, can pay monthly bills, health services, receive court certificates, insurance certificates, and any other utilitarian service. The e-Albania governmental portal, which currently provides 1,227 e-services (or 95% of the total public services in Albania), is connected to the Governmental Interoperability Platform (Government Gateway – GG), which is the core architecture that enables the interconnection of electronic registers with each other and the exchange of real-time data in a safe and reliable manner, guaranteeing electronic services for citizens, businesses and public administration. 58 electronic systems are connected to the Governmental Interoperability Platform and exchange data in real time. With the digital revolution 95% of public services are offered online. As of May 1, 2022, the public administration service to citizens and business changed as follows:
- For all public services whose applications are submitted on e-Albania, the answer is received electronically from the service-providing institution, electronically sealed or signed;
- Every service and response of the administration is monitored in real time;
- Front desks have been almost completely eliminated.
Through the e-Signed Document Circulation System it is now possible to monitor the work of the administration for the prompt response of answers, hence stimulating the best possible public services.
- Therefore, for the first time a system that is monitoring the work of the administration with complete honesty and transparency is in place.
- Weaknesses can be identified and heads of institutions receive information in real time, having the possibility to intervene in solving problems and avoiding delays.
e-Gov is regulated by legal acts and by-laws in force. Pursuant to DCM.no 61, dated 08.02.2023, on the law on e-Government are determined the rights, obligations and responsibilities of the public authority/s and/or private entities, in relation to the creation, development and management of information infrastructure systems, the obligations of the public authority/s and/or private entities to respect the implementation of electronic security standards, of information technology, defining the rules for the creation and provision of electronic services in the Republic of Albania, as well as access, processing and protocolling of electronic documents
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