The United Kingdom welcomes the opportunity to contribute to the OHCHR Call for Input: “The relationship between human rights and technical standards-setting processes for new and emerging technologies (2023)” and preparation of the thematic report, to be submitted to the Human Rights Council at its fifty-third session.
The UK supports the multi-stakeholder, industry-led model for the development of technical standards, and supports the consideration of human rights during standards-setting processes.  Digital technical standards developed by international standards bodies should deliver for all.  Technical standards underpin critical technologies and should support interoperability, embed accountability and transparency from the outset, and the enjoyment of rights and freedoms.
In our response we highlight the importance of considering deployment models when assessing the potential impact of technical standards on the enjoyment of human rights.  There is also a need to understand the potential positive (e.g. through privacy enhancing technologies) or negative impacts of a technical standard, and awareness of the decisions or trade-offs being made during standards-setting processes.  We should not single out or promote one particular standards-setting process over another - the approach should be to look at the ecosystem holistically, embedding human rights considerations within different processes.  There are existing frameworks and guidelines that apply and are relevant to standards development organisations (SDOs).  More can be done to better incorporate these into standards-setting processes.
There is no one answer or approach that will address the variety of issues that need to be considered - and approaches to integrate human rights considerations in standard-setting processes will need to be flexible and relevant for different organisations or fora.  Any recommendations should be considered carefully, as there is a risk that they could encourage complacency and result in unintended negative consequences on the enjoyment of human rights.  As a first step, we should focus on breaking down barriers of entry for human rights experts and other relevant stakeholders to meaningfully engage in standards-setting processes.
Responses to the consultation questions are below.  We have grouped related questions and set out answers in response to the groups of questions. 
· How do technical standards for new and emerging digital technologies impact the enjoyment of human rights; what are related risks and opportunities?
· What are examples that best illustrate the relationship between technical standards for new and emerging digital technologies and human rights?
As digital technologies evolve, we must take into consideration and better understand the real world impact of technology, including impacts on human rights.  The UK supports the consideration of human rights during standards-setting processes.
It is important to note that one standard can be deployed in a number of ways, and its impact on the enjoyment of human rights can be both positive and negative.  Because of this, assessment of a standard’s impact on human rights is not straightforward.  We have seen recent cases where the deployment model of a standard matters just as much, if not more than, the technical standard itself in terms of human rights impacts - DNS over HTTPS (DoH) from the Internet Engineering Task Force (IETF) is one example with a variety of unintended impacts depending on deployment models and environment.
Technical standards hold the potential to positively impact human rights.  For example, by encoding principles like interoperability or security-by-design into standards, they can support accessibility, helping promote the freedom to seek, receive and impart information.  They can also help bridge the digital divide, and contribute to realisation of the Sustainable Development Goals, including increasing access to information and communications technology and providing universal and affordable access to the Internet.  They can embed principles such as accuracy, reliability, security, and interoperability into technology.  Standards can positively contribute to the enjoyment of human rights, for example through the adoption of strong encryption standards or well known information security standards like ISO/IEC 27001 that enhance privacy.
[bookmark: _GoBack]At the same time, there is the potential for principles embedded in technical standards to negatively impact human rights when a standard is deployed.  We have encountered cases where concern was raised around data protection, privacy, bias, accuracy, and other issues, impacting rights such as the right not to be subjected to arbitrary or unlawful interference with privacy, as well as the right to equal protection of the law, access to information, and to freedom of expression.  Examples include facial recognition technology and Internet protocol standards proposals in the International Telecommunication Union (ITU), and ‘oblivious technologies’ being developed in the IETF.
Human rights are interdependent and indivisible.  This is why it is important that we have the opportunity to better understand the potential impacts, including unintended consequences, across the full spectrum of human rights when taking a decision during the standards-setting process.
· What are the duties and responsibilities of standard setting organizations and their stakeholders in effectively integrating human rights considerations in technical standard-setting processes for new and emerging digital technologies?
· Which standard-setting processes and organizations are particularly relevant for safeguarding and promoting human rights in the context of new and emerging digital technologies?
· What are good practices, mechanisms or models for effective integration of human rights considerations in technical standard-setting processes? Are there particular challenges in their implementation or adoption? What additional measures should be developed and implemented?
‘Standards-setting processes’ or ‘standards development organisations’ (SDOs) capture a broad range of organisations, stakeholders, and participants working on an even wider range of technical issues.  We should look at this landscape as a whole, not singling out particular processes or organisations, and recognising that the policies and ways of working of each standards-setting process will be unique to different fora.  We encourage strong collaborative working between these different stakeholders, including but not limited to collaboration between UN organisations with relevant expertise to contribute.
The UK recognises the roles and responsibilities of organisations that have an explicit mandate and expertise in human rights, such as the UN Office of the High Commissioner for Human Rights.  While SDOs cannot and should not themselves set new human rights standards, or set human rights frameworks or definitions, they should take human rights properly into account in their work.  There is a delicate balance of trying to understand the real-world implications of technical standards on areas such as human rights during the standards-setting process, while not placing all the responsibility on the technical experts participating at SDOs.

There are a number of existing frameworks and guiding principles that apply and are relevant to SDOs and their participants.  There is more that can be done to ensure that these frameworks are being taken forward and applied appropriately within the standards-setting environment.  Examples include: 
· UN Guiding Principles on Business and Human Rights; 
· OECD Principles on Artificial Intelligence; 
· OECD Principles for Internet Policy Making.

There are also frameworks and guiding principles on the standards development process which are relevant, supporting open, transparent, and inclusive standards development, such as:
· WTO Principles for the Development of International Standards, Guides and Recommendations; 
· WTO Agreement on TBT Code of Good Practice.

In addition, there are initiatives in SDOs like the IETF (eg Human Rights Protocol Considerations research group) and ETSI to help engrain human rights considerations into the standards development process.

There is an opportunity to work with the multistakeholder community to make these links clearer and use existing resources and processes more effectively.  Elaboration of best practices could be particularly helpful.  If taken forward, best practices should be developed in an open and multi-stakeholder way, including, for example, human rights experts, SDOs, technical experts and governments.   Where and how this should be done is an important conversation to have with stakeholders going forward.
· What are common obstacles to effectively integrating human rights considerations in technical standard-setting processes for new and emerging digital technologies?
· How accessible are standard-setting processes and processes for new and emerging digital technologies for a broad range of stakeholders, in particular for civil society organizations and human rights experts? By which metrics is “access” measured in this context?
· What are the challenges faced by various stakeholders in their meaningful and sustainable participation in technical standard-setting processes for new and emerging digital technologies?
· In which ways do these challenges differ depending on the standard-setting organization concerned?
The UK supports the multi-stakeholder, industry-led model for the development of technical standards.  The multi-stakeholder model is essential for ensuring that standards are fit-for-purpose, representative of all stakeholders, and are developed in line with human rights.  Meaningful engagement in SDOs by human rights experts, and the wider multi-stakeholder community, is a critical first step in ensuring consideration of human rights during the standards-setting process.
 
At the same time, there are significant barriers to entry for some stakeholders, in particular civil society and smaller and medium-sized organisations, whose engagement in technical standards-setting processes would be of benefit.  Common barriers to entry include: 
· Lack of resources, including financial or time 
· Understanding of SDOs, culture and ways of working (eg ISO vs IETF)
· Enough technical background to engage meaningfully  
· Ability to acquire SDO membership or routes to meaningful engagement (eg ITU membership structure)
· The level of openness or transparency of standards-setting processes 

In the meantime, there are steps that stakeholders can take to help ensure human rights are taken into consideration during the development of technical standards.  Examples are: 
· including human rights and other experts on delegations to SDOs, in particular the ITU, ISO and IEC;
· outreach to human rights experts when potential human rights impact is flagged; 
· helping human rights experts to overcome barriers to entry to standards-setting processes, for example through outreach and coordination, or including them in reviews before technical standards are agreed.
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