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About the United Nations Counter-Terrorism Implementation Task Force

The Counter-Terrorism Implementation Task Force (CTITF), established by the Secre-
tary-General in 2005, is chaired by the Under Secretary-General of the Department
of Political Affairs, Mr. Jeffrey Feltman, and is comprised of 34 UN and international
entities. CTITF works to ensure overall coordination and coherence in the counter-ter-
rorism activities of the United Nations system and to support Member States efforts
in the implementation of the UN Global Counter-Terrorism Strategy (A/RES/60/288)
adopted in 2006. CTITF provides for the delivery of this focused and coherent assis-
tance mainly through its Working Groups and other initiatives, and strives to ensure
that the Secretary-General’s priorities are integrated in its work, including respect for
human rights, as expressed in the “Human Rights Up Front” action plan. CTITF also
seeks to foster constructive engagement between the United Nations system and
international and regional organizations, civil society and the private sector, where
appropriate, on the implementation of the Strategy.

The United Nations Global Counter-Terrorism Strategy, which brings together
into one coherent framework decades of United Nations counter-terrorism policy and
legal responses emanating from the General Assembly, the Security Council and rel-
evant United Nations specialized agencies, has been the focus of the work of CTITF
since its adoption by the General Assembly in September 2006 (General Assembly
resolution 60/288).

The Strategy sets out a plan of action for the international community based on
four pillars:

(i)  Measures to address the conditions conducive to the spread of terrorism;
(ii)  Measures to prevent and combat terrorism;

(iii)  Measures to build States’ capacity to prevent and combat terrorism and to
strengthen the role of the United Nations system in this regard;

(iv)  Measures to ensure respect for human rights for all and the rule of law as the
fundamental basis of the fight against terrorism.

In accordance with the Strategy, which welcomes the institutionalization of CTITF
within the United Nations Secretariat, the Secretary-General in 2009 established a CTITF
Office within the Department of Political Affairs to provide support for the work of CTITF.
Via the CTITF Office, with the help of a number of thematic initiatives and working
groups, and under the policy guidance of Member States through the General Assem-
bly, CTITF aims to coordinate United Nations system-wide support for the implemen-
tation of the Strategy and catalyse system-wide, value-added initiatives to support
Member State efforts to implement the Strategy in all its aspects. CTITF will also seek to
foster constructive engagement between the United Nations system and international
and regional organizations and civil society on the implementation of the Strategy.

The United Nations Counter-Terrorism Centre (UNCCT)

The United Nations Counter-Terrorism Centre (UNCCT) was established in September
2011, within the CTITF Office, to promote international counter-terrorism cooperation
and support Member States in the implementation of the Global Counter-Terrorism
Strategy. The Under-Secretary-General for Political Affairs and Chairman of the CTITF,
Mr. Jeffrey Feltman, is the Executive Director of UNCCT.

United Nations

Department of Political Affairs
Counter-Terrorism Implementation Task Force
New York, NY 10174

Website: www.un.org/en/terrorism/ctitf



About the Basic Human Rights
Reference Guide Series

The Basic Human Rights Reference Guide series is an initiative of the Counter-Ter-
rorism Implementation Task Force (CTITE) Working Group on Protecting Human
Rights while Countering Terrorism.

The United Nations Global Counter-Terrorism Strategy (General Assembly res-
olution 60/288) was adopted by consensus by all Member States on 8 September 2006
and has since then been reaffirmed on a biannual basis, lastly by General Assembly res-
olution 68/276 of 13 June 2014. The Strategy reaffirms respect for human rights and
the rule of law as the fundamental basis for the fight against terrorism. In particular,
Member States reaffirmed that the promotion and protection of human rights for all
and respect for the rule of law are essential to all components of the Strategy, and rec-
ognized that effective counter-terrorism measures and the protection of human rights

are not conflicting goals, but complementary and mutually reinforcing.

In order to assist States in this regard, the Task Force formed the Working Group
on Protecting Human Rights while Countering Terrorism, which is led by the Office
of the United Nations High Commissioner for Human Rights (OHCHR). Mem-
bers include the Special Rapporteur on the promotion and protection of human rights
and fundamental freedoms while countering terrorism, the United Nations Office on
Drugs and Crime (UNODC), the Counter-Terrorism Committee Executive Direc-
torate (CTED), the Office of Legal Affairs (OLA), the United Nations Interregional
Crime and Justice Research Institute (UNICRI), the International Maritime Organi-
zation (IMQ), the International Criminal Police Organization (INTERPOL), and
the 1267/1988 Monitoring Team. The International Committee of the Red Cross
(ICRQ), the Office for the Coordination of Humanitarian Affairs (OCHA) and the
United Nations High Commissioner for Refugees (UNHCR) participate as observers.

The Guides have been prepared to assist Member States in strengthening the
protection of human rights in the context of countering terrorism. They aim to pro-
vide guidance on how Member States can adopt human rights-compliant measures
in a number of counter-terrorism areas. The Guides also identify the critical human
rights issues raised in these areas and highlight the relevant human rights principles

and standards that must be respected.
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Counter-Terrorrism

Each Guide comprises an introduction and a set of guiding principles and guide-
lines, which provide specific guidance to Member States based on universal principles
and standards, followed by an explanatory text containing theoretical examples and
descriptions of good practices. Each Guide is supported by reference materials,* which
include references to relevant international human rights treaties and conventions,
United Nations standards and norms, as well as general comments, jurisprudence and
conclusions of human rights mechanisms and reports of United Nations independent
experts, good practice examples and relevant documents prepared by United Nations

entities and organizations.*

The Guides are intended for: State authorities, including legislators; law enforce-
ment and border officials; national and international non-governmental organi-
zations; legal practitioners; United Nations agencies; and individuals involved in
efforts to ensure the protection and promotion of human rights in the context of

counter-terrorism.
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*  For a brief overview of the broader international law framework, including an introduction which
aims to give a quick insight into the general principles of international law as well as the basic
elements of international criminal law, humanitarian law, refugee law and human rights law which
may be relevant in a counter-terrorism context, see United Nations Office on Drugs and Crime,
Frequently Asked Questions on International Law Aspects of Countering Terrorism, United Nations,
Vienna, 2009.

Detention in the Context of Countering Terrorism
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Principles and Guidelines

For the purpose of assisting legislators, decision makers in the areas of policy and prac-

tice, judges, lawyers and prosecutors, and law enforcement officials, this document

identifies and explains eight guiding principles and guidelines concerning conformity

of national counter-terrorism legislation with international human rights law:

1.

States must ensure that any measures taken to combat terrorism comply with all
their obligations under international law, including international human rights

law.

National counter-terrorism legislation should aim to address conditions condu-
cive to the spread of terrorism and must, to that end, be compliant with the rule

of law and human rights.

All counter-terrorism measures must comply with the principle of legality. In
the absence of an internationally agreed comprehensive definition of terrorism,
where States link counter-terrorism measures to a definition of terrorism or acts
of terrorism in their domestic legislation, this definition must be clear and pre-
cise and not be overly broad. Conviction on any terrorism offence must relate
to a crime that constituted a criminal offence under national or international
law at the time when the act was committed. A convicted person shall benefit
from any lighter sentence applicable since the time of the offence and shall not be
made subject to more severe penalties than those applicable at the time when the

OECHCC was committed.

States must ensure consistency between national counter-terrorism legislation
and international human rights and refugee law, as well as, when applicable, inter-
national humanitarian law. This includes the need to ensure that the conduct
of State agencies involved in the countering of terrorism is in compliance with
international law. Counter-terrorism powers should be conferred, to the greatest
extent possible, upon law enforcement authorities, with appropriate measures to

ensure that discretionary powers are not exercised arbitrarily or unreasonably.

States should establish independent mechanisms for the regular review of the

operation of national counter-terrorism law and practice.

States should establish national systems of assistance to promote the needs of

victims of terrorism and their families. Victims of terrorism who have suffered
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Counter-Terrorrism

violations of their basic rights are entitled to material, legal and psychological
assistance. Mechanisms providing for compensation to victims of terrorism
should be implemented in a way that ensures the greatest possible consistency in

the admissibility of claims and in the award of compensation.

7. States have an obligation to conduct prompt, independent and effective investiga-
tions into credible allegations of human rights violations, including those alleg-
edly perpetrated during counter-terrorism operations, whether by law enforce-

ment officials, intelligence services or non-State actors.

8. Any person whose human rights or fundamental freedoms have been violated
in the course of any action to counter terrorism must be provided with access to

effective remedies and reparation.
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Introduction

States have both a right and duty to protect individuals under their jurisdiction
from acts of terrorism and to bring to justice persons who commit, or prepare or
assist the commission of acts of terrorism." This is a component of international
and regional human rights law itself, stemming from the general duty of States
to protect individuals under their jurisdiction from interference with the enjoy-
ment of human rights, including as part of States’ obligations to ensure respect

for the right to life and the right to security.?

The United Nations Global Counter-Terrorism Strategy resolves that UN Mem-
ber States will take “urgent action to prevent and combat terrorism in all its
forms and manifestations”.? States use various tools to that end. Together with
the responsibility to protect those within their jurisdiction from acts of terror-
ism, States have an obligation to comply with international law, including human
rights law, refugee law and humanitarian law.* This requires States to ensure
that national counter-terrorism legislation, and its implementation, conforms to

international law.

Purpose of the guide

This Guide is not intended to cover all issues concerning the conformity of
national counter-terrorism legislation with international human rights law. Its
main purpose is to assess the key challenges in this field and to provide Member
States with legal and practical guidance to assist them in ensuring that counter-
terrorism measures comply with international human rights law. The Guide is
aimed at legislators, decision-makers in the areas of policy and practice, judges,

lawyers and prosecutors, and law enforcement officials.

This document should be read in conjunction with other Basic Human Rights
Reference Guides of the CTITF Working Group on protecting human rights
while countering terrorism and Fact Sheet No. 32 of the Office of the High
Commissioner for Human Rights, on Human Rz'gbts, Tervorism and Counter-
Terrorism. The current document focuses on the overall need for national coun-
ter-terrorism legislation to conform with international human rights law, and the

need for States to ensure that the implementation of this legislation is similarly
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human rights-compliant. Other Basic Human Rights Reference Guides of the
CTITF Working Group focus on particular areas of law and practice in which
challenges have been presented in the conformity of counter-terrorism law and
practice with international human rights obligations, namely: security infra-
structure; stopping and searching of suspects; detention; fair trial; and the pro-

scription of organisations.®

B. Applicable law
International human rights law

5. International human rights law is established through treaties and customary
international law. In general terms, this requires States to respect, protect and ful-
fil human rights. States can become parties to international human rights trea-
ties, the consequence of which is that they are obliged to act in accordance with
and uphold all of the requirements, both negative and positive, imposed by the

treaty. States are obliged to adopt laws or other measures in order to give effect to
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those treaties, as called for, for example, in article 2(2) of the International Cov-
enant on Civil and Political Rights (ICCPR). Where States may find issue with a
specific provision within a human rights treaty, reservations can be made to that
provision, except where the right or freedom is non-derogable or where the reser-
vation is contrary to the object and purpose of the treaty.® Extensive reference to
the ICCPR is made in this and other Basic Human Rights Reference Guides, this
treaty being one of the core international human rights instruments, to which
161 States are parties, and also representing in many respects a codification of
the content of customary international law and of the Universal Declaration of

Human Rights.

6. International human rights law is also found in customary international law,
which is established through State practice (being practice that is uniform and
consistent, generally applied, and established over time) that is carried out by
States in the belief that such practice is required by law (opinio juris). Customary
international law is applicable to all States, regardless of individual treaty ratifica-
tions. Norms of jus cogens, or peremptory norms of customary international law,
are those that are accepted by the international community as a whole as a norm
from which no derogation is permitted, and which can be modified only by a
subsequent norm of customary international law having the same character. It
is universally accepted that the prohibitions of torture, slavery, genocide, racial
discrimination and crimes against humanity, as well as the right to self-determi-

nation, are norms of jus cogens.’

Detention in the Context of Countering Terrorism




International refugee law

International refugee law defines the term ‘refugee’ and establishes an interna-
tional framework for the protection of refugees, setting out the obligations of
States and the basic minimum standards of treatment for individuals defined as
refugees. The 1951 Convention relating to the Status of Refugees and its 1967
Protocol are the core universal instruments that enable an operative legal frame-
work. The Convention and its Protocol are supplemented by customary interna-
tional law and are complemented by international human rights law. The prin-
ciple of non-refoulement is the cornerstone of international refugee protection.
Enshrined in article 33(1) of the Refugee Convention, it provides that a refugee
may not be expelled or otherwise forcibly returned to a country where his or her
life or freedom is threatened based on race, religion, nationality, membership of
a particular social group or political opinion. While article 33(2) of the Conven-
tion contains certain limited exceptions to this protection, refugees, like all other
persons, benefit from protection against refoulement to a risk of torture or other

serious harm under international human rights law.?

International refugee law does not specifically refer to terrorism, but the proper
application of the refugee definition, as well as several other provisions, enables
States to ensure that persons involved in terrorism may not hide behind the insti-
tution of asylum. On the one hand, persons flecing legitimate prosecution rather
than persecution do not meet the criteria of the refugee definition of article 1A(2)
of the Refugee Convention. On the other hand, pursuant to article 1F of the
Convention, persons are excluded from international refugee protection if there
are “serious reasons for considering” that they committed; crimes against peace;
war crimes; crimes against humanity; serious non-political crimes; or acts con-
trary to the principles and purposes of the United Nations. Acts considered being
of terrorist nature generally fall within the scope of article 1F. As an exception
to a right which the person would otherwise be entitled to enjoy, the exclusion

clauses of article 1F need to be applied rigorously, yet interpreted restrictively.

International humanitarian law

International human rights law also applies in situations of armed conflict, but
the main body of law applicable in such situations is international humanitar-
ian law. There are two sets of rules that may apply, depending upon whether the
armed conflict is international or non-international. These rules are enshrined
in the four Geneva Conventions and their Additional Protocols, as well as in
customary rules of international humanitarian law.'® While there is no explicit
definition of terrorism within international humanitarian law, acts that “specifi-

cally aim to terrorise civilians, for example campaigns of shelling or sniping of
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civilians in urban areas” are prohibited under relevant provisions."" Addition-
ally, “acts or threats of violence the primary purpose of which is to spread terror
among the civilian population” are strictly prohibited.’? It is important to recall
that international human rights law applies complementarily during armed con-
flict."® This concurrent application provides greater protection for the individual

during times of conflict.

C. UN human rights mechanisms
10. This document and other Basic Human Rights Reference Guides of the CTITF

Working Group on protecting human rights while countering terrorism make

reference to various human rights mechanisms of the United Nations.

Human rights treaty bodies'

11.  Comprised of independent experts serving in their personal capacity, there are
ten human rights treaty bodies. Each is established by one of the corresponding

universal human rights treaties, with the exception of the Committee on Eco-
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nomic, Social and Cultural Rights, which was established by the Economic and
Social Council under its resolution 1985/17. Treaty bodies, also referred to as
‘Committees’, are responsible for monitoring the implementation of the core uni-
versal human rights treaties.’ The human rights treaty bodies undertake several

core functions, depending on their specific mandates.

12. A common obligation of States parties to the core universal human rights treaties
is to submit periodic reports to the relevant treaty body on the implementation
of the obligations under each instrument. One of the core functions of the treaty
bodies is to review these reports and to issue ‘Concluding Observations’, which
include recommendations on what legislative, policy and other measures should
be taken to ensure the enjoyment of the rights and freedoms set out in the rel-

evant treaty.

13. Certain treaty bodies can receive ‘individual communications’ (the technical
term used to refer to complaints from individuals) from persons who claim that
their rights under the corresponding treaty have been violated by a State party
that has accepted the competence of the treaty body to receive such communica-
tion. The individual communications process is undertaken in writing, through
the submission of documentation to the relevant Committee, and without any
oral hearing of witnesses or representatives on behalf of the alleged victim(s)
or the respondent State. The process concludes in the issuing of ‘views™ by the
relevant Committee on whether an individual’s rights have been violated and,

if so, what reparation measures are recommended by the Committee. Where a

Detention in the Context of Countering Terrorism




14.

15.

16.

17.

Committee considers a situation to be urgent, it will send a request to the con-
cerned State to implement interim measures in order to avoid further harm to the

individual while a communication is being considered.

As a measure to enhance the implementation of the treaties, the Committees can
prepare ‘General Comments/‘General Recommendations’. General Comments
set out the treaty body’s authoritative interpretation of the content and appli-
cation of human rights treaty provisions and related procedural obligations of

States Parties.

Special Procedures of the UN Human Rights Council'®

‘Special Procedures’ is the general name given to the independent expert mech-
anisms of the UN Human Rights Council whose purpose is to address either
specific country situations or thematic issues in all parts of the world. Special
Procedures may be established as individual experts (‘Special Rapporteurs’, Inde-
pendent Experts” or ‘Special Representatives of the Secretary General’) or as a
group of five experts ("Working Groups’), each expert being from one of the five
United Nations regional groups . In general, the mandates of the Special Proce-
dures involve the functions of monitoring, advising and publicly reporting on
human rights situations in particular countries (country mandates) or on major
phenomena of human rights violations worldwide (thematic mandates). Each
Special Procedure mandate is defined in the Human Rights Council resolution

establishing or renewing the mandate.

Key issues

In adopting the Global Counter-Terrorism Strategy in 2006, the General Assem-
bly reaffirmed that terrorist acts are aimed at the destruction of human rights,
fundamental freedoms and democracy.”” Noting that terrorism constitutes one of
the most serious threats to international peace and security, the General Assem-
bly strongly condemned terrorism in all its forms and manifestations, committed

by whomever, wherever and for whatever purposes.'®

Measures to combat terrorism may also prejudice the enjoyment of, or may vio-
late, human rights and the rule of law.’® As observed by the Office of the High

Commissioner for Human Rights:

“...the measures adopted by States to counter terrorism have themselves often posed
serious challenges to human rights and the rule of law. Some States have engaged in
torture and other ill-treatment to counter terrorism, while the legal and practical
safeguards available to prevent torture, such as regular and independent monitor-
ing of detention centres, have often been disregarded. Other States have returned
persons suspected of engaging in terrorist activities to countries where they face a

Introduction
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Counter-Terrorrism

real risk of torture or other serious human rights abuse, thereby violating the inter-
national legal obligation of non-refoulement. The independence of the judiciary
has been undermined, in some places, while the use of exceptional courts to try
civilians has had an impact on the effectiveness of regular court systems. Repressive
measures have been used to stifle the voices of human rights defenders, journalists,
minorities, indigenous groups and civil society. Resources normally allocated to
social programmes and development assistance have been diverted ro the security

sector, affecting the economic, social and cultural rights of many.

“These practices, particularly when taken together, have a corrosive effect on the
rule of law, good governance and human rights. They are also counterproductive to

national and international efforts to combat terrorism.”?°

18. Inaddition, national counter-terrorism measures have adversely affected human-
itarian operations, particularly in contexts where people in need are under the
de facto control of groups designated as terrorists. These measures have impacted
the funding and operations of humanitarian actors in a variety of ways. Adverse

impacts have included halts and decreases in funding; blockage or suspension of
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programmes; planning and programme design not according to needs; delays in
project implementation; increased administrative procedures for procurement or
vetting; and limitations on financial transactions, impacting particularly Islamic
charities and remittance systems. There has also been a tendency within humani-
tarian organizations towards self-censorship because of perceived legal or reputa-
tional risks, although donor legislation generally does not prohibit contact with

entities designated as terrorists.?’
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1.

Guiding principles
and guidelines

States must ensure that any measures taken to combat terrorism comply with all

their obligations under international law, including international human rights law.

19.

20.

21.

1.1 Obligation to comply with international law when countering terrorism

Together with the responsibility to protect those within their jurisdiction from
acts of terrorism, States have an obligation to comply with international law,
including international human rights law, international refugee law and humani-

tarian law.

These legal obligations stem from customary international law, applicable to all
States, and international treaties, applicable to States parties. According to the
Special Rapporteur on the promotion and protection of human rights and fun-
damental freedoms while countering terrorism (hereafter the Special Rappor-
teur on human rights while countering terrorism), compliance with all human
rights while countering terrorism represents a best practice because “not only is
this a legal obligation of States, but it is also an indispensable part of a successful
medium- and long-term strategy to combat terrorism”.?? The Global Counter-
Terrorism Strategy also identifies respect for human rights for all and the rule
of law as one of its four pillars and as the fundamental basis of the fight against
terrorism (thus applicable to all aspects of the Strategy).? In Pillar I, the Strat-
egy also recognizes that compliance with human rights is necessary in order to
address the conditions conducive to the spread of terrorism, which include lack of

rule of law and violations of human rights (see Guideline 2 herein).

1.2 General Assembly and Security Council resolutions

The Global Counter-Terrorism Strategy Plan of Action resolves that Member
States will take urgent action to implement all resolutions on measures to elimi-
nate international terrorism, including resolutions on the protection of human

rights and fundamental freedoms while countering terrorism.?* It recognises that:

“...international cooperation and any measures that we undertake to prevent and
combat terrorism must comply with our obligations under international law,

including the Charter of the United Nations and relevant international conven-

o
&
2.
(@]
-
c
3
o
=
=)
Q
>
~+
(%)
=
X
™
q
™
S
(@)
™
()]
E.
a
)

1 bunsunod ajiym s3ybu uewny bunsayoad uo dnoug bunpiom 41 |1D

wisiiollo



=
(%]
e
-
o
—
]
=
S
(V]
P
c
=
(@]
o

tions and protocols, in particular human rights law, refugee law and international
humanitarian law.”?>

22. The General Assembly has adopted a series of resolutions concerning terrorism
since December 1972, addressing measures to eliminate international terrorism
as well as the relationship between terrorism and human rights. It has empha-
sized that States must ensure that any measures taken to combat terrorism comply
with their obligations under international law, in particular international human
rights, refugee and humanitarian law.? The Security Council has also, in several
of its resolutions, called on States to ensure that counter-terrorism measures com-

ply with international human rights law, refugee law and humanitarian law.?”

1.3 Universal terrorism-related treaties

23. Itshould also be noted that the universal treaties on counter-terrorism themselves
expressly require compliance with some aspects of human rights law. This is illus-
trated by article 15 of the International Convention for the Suppression of the

Financing of Terrorism, for example, expressly permitting States to refuse extra-
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dition or legal assistance if there are substantial grounds for believing that the
requesting State intends to prosecute or punish a person on prohibited grounds
of discrimination. Article 17 requires the “fair treatment” of any person taken
into custody, including enjoyment of all rights and guarantees under applicable
international human rights law. Article 21 makes it clear that the Convention
does not affect the other rights, obligations and responsibilities of States, which

includes international human rights obligations.

1.4 Flexibility of human rights law to deal with security challenges

24. Ensuring both the promotion and protection of human rights and effective
counter-terrorism measures raises practical challenges for States. The Office of
the High Commissioner for Human Rights has noted that these challenges are
not insurmountable.?® Through the careful application of human rights law it is
possible to respond effectively to the challenges involved in the countering of ter-
rorism while at the same time complying with human rights.?” Noting that this
reflects the flexibility of human rights law, the Special Rapporteur on human

rights while countering terrorism has observed that:

“There is no need in this process for a balancing between human rights and security,
as the proper balance can and must be found within human rights law itself. Law
is the balance, not a weight to be measured.”

25. Human rights law allows for limitations on certain rights and, in a very limited
set of exceptional circumstances, for derogations from certain human rights pro-

visions. These two types of restrictions are specifically conceived to provide States

Detention in the Context of Countering Terrorism




with the necessary flexibility to deal with exceptional circumstances, while at
the same time—provided a number of conditions are fulfilled—complying with

their obligations under international human rights law.

1.5 Permissible limitations on the exercise of certain rights

International human rights treaties allow States to legitimately limit the exercise of
certain rights—including, for example, the right to freedom of expression, the right
to freedom of association and assembly and the right to freedom of movement—pro-
vided that the following conditions are met:

26.

27.

28.

« Therightin question is one that is capable of limitation under the treaty, i.e., it is
not an absolute right (such as the right to hold opinions without interference) or
aright that reflects a norm of jus cogens (such as the prohibition against torture).

» The measure restricting the enjoyment of rights or freedoms is set out within, or
authorised by, a prescription of law.

- The measure is necessary to pursue a legitimate purpose in a free and demo-
cratic society.

» Therestriction on enjoyment of the rights or freedoms, and its implementation,
is proportional.

+ Therestriction on enjoyment of the rights or freedoms, and its implementation,
does not involve discrimination.

To be prescribed by law, the measure permissibly restricting the enjoyment of
rights or freedoms must: (a) have some basis in national law; (b) be adequately accessible
so that the citizen has an adequate indication of how the law limits his or her rights; and (c)

be formulated with sufficient precision so that the citizen can regulate his or her conduct.?’

Concerning the condition of necessity, this means that any counter-terrorism
measure that permissibly restricts the enjoyment of rights and freedoms must be
in furtherance of a permissible objective in a free and democratic society. The
permissible legitimate purposes for interference depend on the particular provi-
sion of the human rights treaty in which the right in question is set out.? They
include national security, public safety, public order, health, morals, and the
human rights and freedoms of others. For a counter-terrorism measure to ‘neces-
sarily” limit a right or freedom, it must be rationally connected to the achieve-
ment of the permissible objective being pursued.*? The existence of a rational link
will normally be accepted if the measure logically furthers the objective, although
more evidence of this connection might be necessary if such a link is not plainly

evident.34

Any counter-terrorism measure permissibly restricting the enjoyment of rights
or freedoms must also be proportionate, such that the State may not use more

restrictive means than are required to achieve the legitimate objective being
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pursued.?> At the outset, this means that the limiting measure in fact provides
for a ‘limitation’ on the enjoyment of rights or freedoms, rather than an exclusion
of them or such a severe limitation that the measure impairs the very essence of
the rights or freedoms affected.® Assessing the proportionality of a counter-ter-
rorism measure, and of its implementation, calls for a full consideration of all rel-
evant issues,?” although there are two common factors that are brought to bear:
the negative impact of the limiting measure upon the enjoyment of the right;
and the ameliorating effects of the limiting measure and their importance. In
determining the importance of a particular measure’s objective, it will be instruc-
tive to determine: how the measure is linked with the countering of an actual
or potential threat of terrorism against the State; the measure’s contribution to
international and regional frameworks on counter-terrorism as well as, subsidi-

arily, its contribution to other national interests of the State.38

29. Counter-terrorism measures permissibly limiting the exercise of rights and free-
doms must be non-discriminatory in nature.*® The prohibition of discrimination

does not exclude the possibility for different treatment under specific circum-
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stances, but for any distinction to be permissible there needs to be an objective
and reasonable justification.”> The UN Global Counter-Terrorism Strategy has
explicitly recognised discrimination as a condition conducive to the spread of ter-
rorism.*' The principles of equality and non-discrimination are central to inter-
national human rights law and are recognised as jus cogens norms of customary
international law, thus applicable to all States. In its statement on racial discrimi-
nation and measures to combat terrorism, the Committee on the Elimination of

Racial Discrimination demanded that:

“...States and international organizations ensure that measures taken in the strug-
gle against terrorism do not discriminate in purpose or effect on grounds of race,
colour, descent, or national or ethnic origin; and insisted that: “..zhe principle of
non-discrimination must be observed in all matters, in particular in those concern-
ing liberty, security and dignity of the person, equality before the courts and due
process of law, as well as international cooperation in judicial and police matters

in these fields”.*?
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1.6 Ability to temporarily derogate from certain human rights provisions

In a limited set of circumstances, States may also take measures to temporarily dero-
gate from certain human rights provisions under the ICCPR. For such derogation to be
valid:

30.

- Therights or freedoms in question must be capable of derogation.

» The State must officially proclaim the existence within its territory of a public
emergency that threatens the life of the nation.

+ The derogating measures must be ones that are adopted during a “time of pub-
lic emergency which threatens the life of the nation”.

« The derogating measures must be limited to those “strictly required by the exi-
gencies of the situation”.

- The measures must not be “inconsistent with [the State’s] other obligations
under international law”.

»  Such measures must not “involve discrimination solely on the ground of race,
colour, sex, language, religion or social origin”.

Article 4(2) of the ICCPR identifies non-derogable rights, i.c. those that may
not be subject to derogation even in a state of emergency.** The Human Rights
Committee has noted that the list of non-derogable rights in article 4(2) is not
exhaustive. The Committee has explained that provisions of the ICCPR relat-
ing to procedural safeguards, which often correspond to judicial guarantees, can
never be made subject to measures if this would circumvent the protection of
the non-derogable rights within article 4(2).#* For example, any trial leading to
the imposition of the death penalty must conform to all the procedural require-
ments of article 14 of the ICCPR. The Committee has also noted that the full
complement of ‘non-derogable rights’ includes rights applicable as part of obliga-
tions under international human rights law, international humanitarian law, and
international criminal law since article 4(1) requires that no measure derogat-
ing from the provisions of the ICCPR may be inconsistent with the State party’s
other obligations under international law.*> This includes certain rights under
customary international law, including; the right of all persons deprived of their
liberty to be treated with humanity and with respect for the inherent dignity of
the human person (reflected within article 10 of the ICCPR); the prohibition
against taking of hostages, abductions, or unacknowledged detention (also pro-
hibited under article 9 of the ICCPR); the international protection of the rights
of persons belonging to minorities (corresponding to article 27); the deportation
or forcible transfer of a population without grounds permitted under interna-
tional law; and the prohibition against propaganda for war or in advocacy of
national, racial, or religious hatred that would constitute incitement to discrimi-

nation, hostility, or violence (article 20 of the ICCPR).*
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31. Through the intermediary of the UN Secretary-General, a derogating State must
immediately inform other States parties to the ICCPR of the provisions from
which it has derogated and the reasons for which it has done so (article 4(3) of
the ICCPR). The Human Rights Committee has emphasised that notification
should include full information about the measures taken and a clear explanation
of the reasons for them, with full documentation attached concerning the rel-
evant law.*” The Siracusa Principles on the Limitation and Derogation Provisions
in the International Covenant on Civil and Political Rights are more detailed in

setting out the requirements of a notification of derogation.*®

32. Astate of emergency must be understood as a truly exceptional, temporary meas-
ure to which resort can be had only if there is a genuine threat to the life of the
nation. Short of such extreme situations, States must develop and implement
effective domestic legislation and other measures in compliance with their inter-
national human rights obligations. Whether or not terrorist acts or threats estab-
lish such a state of emergency must therefore be assessed case by case.* Inter-

preting the comparable derogation provision within the European Convention
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on Human Rights and Fundamental Freedoms, the European Court of Human
Rights has spoken of four criteria to establish that any given situation amounts
to “a time of public emergency which threatens the life of the nation”.*° First, it
should be a crisis or emergency that is actual or imminent.*' Second, it must be
exceptional, so that “normal” measures are inadequate.>? Next, the emergency
must threaten the continuance of the organized life of the community.>* Finally,
it must affect the population of the State taking measures. On this fourth point,
carly decisions of the Court spoke of an emergency needing to affect the whole
population. The Court appears to have subsequently accepted that an emergency
threatening the life of the nation might only materially affect one part of the

nation at the time of the emergency.**

33. For derogating measures to be limited to those “strictly required by the exigen-
cies of the situation”, they must be necessary and proportionate (expressions con-
sidered earlier).>* Key to this requirement is the temporary nature of any dero-
gation, meaning that the derogating measures must be in place only as long as
a state of emergency threatening the life of the nation exists; and calling for a
derogating State to regularly review the necessity for continuation of the derogat-
ing measures. The Human Rights Committee has said that the restoration of a
state of normalcy where full respect for the Covenant can again be secured must
be the predominant objective of a State party derogating from the Covenant.*®
In determining the necessity of a derogating measure, it must be determined
that other limiting measures—those permissible to pursue a legitimate objec-

tive (as described earlier)—are plainly incapable of responding to the emergency
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34.

35.

2.

situation.®” As stated by the Special Rapporteur on human rights while counter-

ing terrorism, for example:

“...recourse to derogations under article 4 must be temporary and exceptional in
nature, and (...) the enunciation of certain rights within the International Cove-
nant on Civil and Political Rights already provide for the proportionate limitation
of rights as prescribed by law and necessary for the protection of national security
or public order, including articles 12(3), 19(3) and 21, relating ro the freedoms of

movement and residence, opinion and expression, and peaceful assembly.”®

A further substantive requirement of any derogation under the ICCPR is that
any derogating measure must not be inconsistent with the State party’s other
obligations under international law, whether based on treaty law or customary
international law. Although this criterion is rarely referred to in the views or com-
ments of the Human Rights Committee, it is a feature that has been important
to the enumeration of the full list of non-derogable rights (discussed earlier). The
Human Rights Committee has emphasised that it is a requirement particularly
relevant to the compliance of States with the rules of international humanitarian

law during a state of emergency.*

Finally, article 4(1) of the ICCPR specifies that any derogation from rights in
times of emergency may not involve discrimination solely on the ground or race,
colour, sex, language, religion or social origin. When resorting to measures that
derogate from the Covenant, the Human Rights Committee has emphasised
that this aspect of article 4 must be complied with if any distinctions are made
between persons under the derogating measures.®® This list is more limited than
the prohibited grounds of discrimination contained in article 2(1) of the ICCPR,
since it may be permissible, during war or national emergency, to discriminate

against enemy aliens and their property.®’

National counter-terrorism legislation should aim to address conditions con-

ducive to the spread of terrorism and must, to that end, be compliant with the rule of

law and buman rights.

36.

The 2004 High-level Panel on Threats, Challenges and Change reported that
recruitment by international terrorist groups was aided by grievances nurtured
by factors including poverty and the absence of human rights and democracy.®?
The UN Global Counter-Terrorism Strategy resolves, in its first pillar, to under-
take measures aimed at addressing the conditions conducive to the spread of

terrorism.%3
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Measures identified in the UN Global Counter-Terrorism Strategy as being aimed at
addressing the conditions conducive to the spread of terrorism include:

. Strengthening the capacities of the UN to prevent and peacefully resolve pro-
longed and unresolved conflicts;

« Continue to arrange initiatives and programmes through the UN to promote
dialogue, tolerance and understanding among civilisations, cultures, peoples
and religions;

« Ensure the timely and full realisation of agreed development goals and
objectives;

«  Support the UN system to scale up engagement in the fields of rule of law,
human rights and good governance; and

- Promote the needs of victims of terrorism and their families.

37. 'The Global Counter-Terrorism Strategy describes ‘conditions conducive to the

spread ofterrorism’ as:

“...including but not limited ro prolonged unresolved conflicts, dehumanization of
victims of terrorism in all its forms and manifestations, lack of the rule of law and
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violations of human rights, ethnic, national and religious discrimination, politi-
cal exclusion, socio-economic marginalization and lack of good governance, while

recognizing that none of these conditions can excuse or justify acts of terrorism”.%*

38. While making it clear that none of these conditions can excuse or justify terror-
ism, the Strategy represents a clear afhirmation by all UN Member States that
effective counter-terrorism measures and the protection of human rights are not

conflicting, but rather complementary and mutually reinforcing goals.®*

3. All counter-terrorism measures must comply with the principle of legality.

In the absence of an internationally agreed comprebensive definition of terrorism,

where States link counter-terrorism measures to a definition of terrorism or acts of
terrorism in their domestic legislation, this definition must be clear and precise and
not be overly broad. Conviction on any terrorism offence must relate to a crime that
constituted a criminal offence under national or international law at the time when

the act was committed. A convicted person shall benefit from any lighter sentence

applicable since the time of the offence and shall not be made subject to more severe

penalties than those applicable at the time when the offence was committed.

3.1 Principle of legality and definition of terrorism in national law

39. The General Assembly’s 1994 Declaration on Measures to Eliminate Interna-
tional Terrorism states that terrorism includes “criminal acts intended or cal-
culated to provoke a state of terror in the general public, a group of persons or
particular persons for political purposes.”®® Similarly, the Security Council in its

resolution 1566 (2004) calls on States to combat the following conduct in the
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40.

41.

42.

43,

fight against international terrorism: those “criminal acts, including against civil-
ians, committed with the intent to cause death or serious bodily injury, or taking
of hostages, with the purpose to provoke a state of terror in the general public or
in a group of persons or particular persons, intimidate a population or compel a
government or an international organization to do or to abstain from doing any
act, which constitute offences within the scope of and as defined in the interna-

tional conventions and protocols relating to terrorism.”’

United Nations Member States have not, however, yet been able to adopt a com-
prehensive definition of terrorism. Instead, the 19 universal counter-terrorism
conventions and protocols take what has been termed a “sectoral” approach. They
define specific offences, such as those relating to the security of international avi-
ation and maritime navigation, hostage-taking, bombings in public places and
the financing of terrorism, and oblige States parties to make these acts punishable

as serious offences in domestic legislation.

In the absence of an internationally agreed and comprehensive definition of ter-
rorism, any definition of terrorism linked to counter-terrorism measures (includ-
ing the criminalisation of acts of terrorism or the establishment of administrative
mechanisms or other powers) must be clear, precise and not overly broad so as
to avoid human rights abuses resulting from the characterisation as terrorism of

conduct that cannot be properly considered terrorist in nature.

The principle of legality is an essential element of the rule of law and forms part of
customary international law, which is thereby binding on all States.® In its 2013
resolution on protecting human rights and fundamental freedoms, the General
Assembly “urges States, while countering terrorism (...) [t]o ensure that their laws
criminalizing acts of terrorism are accessible, formulated with precision, non-dis-
criminatory, non-retroactive and in accordance with international law, including

human rights law.”7°

Most States link terrorist offences to a stand-alone definition of “terrorism”, a
<« . » <« . . . » . . P

terrorist act”, “terrorist activity” or similar terms. Such definitions are very often
also linked to the listing of proscribed organizations; powers of arrest, question-
ing and investigation; alterations in the rules concerning detention and trial; and
administrative measures, such as deportation procedures and the forfeiture of
property. The Special Rapporteur on human rights while countering terrorism

has observed that:

“The adoption of overly broad definitions of terrorism therefore carries the potential
for deliberate misuse of the term—including as a response to claims and social
movements of indigenous peoples—as well as unintended human rights abuses.

Failure to restrict counter-terrorvism laws and implementing measures to the coun-
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tering of conduct which is truly terrorist in nature also pose the risk that, where
such laws and measures restrict the enjoyment of rights and freedoms, they will
offend the principles of necessity and proportionality that govern the permissibility

of any restriction on human rights.””!

44. The Special Rapporteur on human rights while countering terrorism has formu-
lated a model definition of terrorism in his report on ten areas of best practices in

countering terrorism.”?

3.2 No punishment without the law

45.  In the context of criminal proceedings, article 15 of the ICCPR codifies the prin-
ciple of legality, requiring that for a conviction to be valid, the criminal offence
with which the person is charged must constitute a criminal offence under
national or international law at the time when the act was committed.”? It is an
absolute and non-derogable right,”* which means that national counter-terrorism

law must comply with the principle at all times.”

46. The offence in question and the penalties associated with it must be clearly

defined in the law so that individuals know precisely what acts or omissions
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render a person criminally liable.”® The law must be clear to this extent, drawn
from legislation and any interpreting case law.”” Ambiguity in the formulation of
criminal offences undermines the certainty of the law and provides the opportu-
nity for abuse of power. Every person, if need be with the assistance of legal prac-
titioners, must be able to understand by looking at the wording of the relevant
statutes, which acts or omissions will establish criminal liability and what the
potential consequences are in terms of sentencing.’® State practice alone cannot
be treated as ‘law’ for these purposes,’ nor can administrative acts that are u/tra
vires under national law (administrative acts that are not permitted by national
law or go beyond the authority conferred on State agencies).® Article 15(2) of the
ICCPR clarifies that a criminal offence under international law can include an
offence according to the general principles of law “recognized by the community

of nations”, namely an offence under customary international law.®'

47. When defining terrorism-related criminal offences, national legislation should
clearly specify both the material elements (actus reus) of the crime as well as its
mental elements (mzens rea), such as intent and knowledge, consistent with inter-
national standards.8? A clear formulation of terrorist offences consistent with
international standards would also enhance the effectiveness of international
cooperation due to the requirement of double criminality for extradition and

mutual legal assistance.®?
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48.

49.

50.

51.

3.3 Continuing offences

With so-called “continuing offences”, where the conduct began before and con-
tinued after it became a criminal offence, the prosecution of such conduct will be
in breach of the non-retroactivity principle unless it can be shown that the convic-

tion is solely based on the acts committed after criminalisation of the conduct.®*

3.4 Procedural and evidentiary rules

The principle of non-retroactivity applies to the criminalization of conduct
only, meaning the question of whether an accused person’s acts, at the material
time of commission, constituted a defined criminal offence under domestic or
international law. It does not include reference to accompanying procedural or
evidentiary rules including, for example, rules concerning the admissibility of

evidence.8>

3.5 Non-retroactivity of penalties

As well as encompassing the principle of no punishment without the law, article
15(1) of the ICCPR also prohibits the retrospective application of more severe
penalties than those applicable at the time when the criminal offence was com-
mitted, together with guaranteeing the benefit of lighter sentences.®® In most
cases, this means that the convicted person can only be sentenced under the law
that existed at the time that the offence took place. If the law pertaining to the
sentence applicable to the offence changed since the time of offending, two situ-

ations arise:

(a) If the law reduces the applicable sentence, the convicted person must be

given the benefit of a lighter sentence under the new law (article 15(1)).

(b) If the law increases the maximum penalty for the criminal offence, the
actual sentence imposed must be within the margins of the sentencing pro-

vision applicable at the time of offending.?”

The practical implication of this aspect of the principle of legality is that it also
prevents the re-characterization of ordinary crimes as terrorist offences in light
of subsequent legislation, if such re-characterization would lead to the imposi-
tion of heavier penalties on the accused. In all cases, the reintroduction of death
penalty for crimes of terrorism would be considered as contrary to the spirit of
the ICCPR and to the repeated calls by the General Assembly for all States that
still maintain the death penalty to progressively restrict the use of the death pen-
alty; to reduce the number of offences for which it may be imposed; to establish a
moratorium on executions with a view to abolishing the death penalty; and, for

those States which have abolished the death penalty, not to reintroduce it.2
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3.6 Incitement to terrorism

52. In the context of the offence of incitement to terrorism, the Security Council has
called on States to prohibit the incitement to terrorism.®® Some States have taken
the view that this does not require the establishment of a separate offence of
incitement to terrorism, because incitement is in some countries treated as a form
of participation in an offence and, as such, the incitement to any criminal offence,
including terrorism offences, already amounts to an offence.?® However, noting
practical difficulties with this approach,’’ article 5 of the Council of Europe
Convention on the Prevention of Terrorism has commended as a best practice
in this regard, which requires States parties to criminalize the public provoca-
tion to commit acts of terrorism as a specific offence.” It has been recommended
that, in the implementation of article 5 of the Convention on the Prevention
of Terrorism, the offence of incitement to terrorism: (z) must be limited to the
incitement to conduct that is truly terrorist in nature (see Guideline 3 herein); (5)
must restrict the freedom of expression no more than is necessary for the protec-
tion of national security, public order and safety or public health or morals (in
accordance with article 19(3) of the ICCPR); (¢) must be prescribed by law in

precise language;** (4) must include an actual (objective) risk that the act incited
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will be committed; (¢) should expressly refer to two elements of intent, namely
intent to communicate a message and intent that this message incite the commis-
sion of a terrorist act; and (/) should preserve the application of legal defences or
principles leading to the exclusion of criminal liability by referring to “unlawful”
incitement to terrorism.?* Adapting the description of public provocation to ter-
rorism in the Council of Europe Convention, the Special Rapporteur on human
rights while countering terrorism has formulated the following model offence of
incitement to terrorism:

“Ir is an offence to intentionally and unlawfully distribute or otherwise make avail-
able a message to the public with the intent to incite the commission of a terrorist
offence, where such conduct, whether or not expressly advocating terrorist offences,

causes a danger that one or more such offences may be committed.”>
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4.

States must ensure consistency between national counter-terrorism legislation

and international human rights and refugee law, as well as, when applicable, inter-

national humanitarian law. This includes the need to ensure that the conduct of

State agencies involved in the countering of terrorism is in compliance with interna-

tional law. Counter-terrorism powers should be conferred, to the greatest extent pos-

sible, upon law enforcement authorities, with appropriate measures to ensure that

discretionary powers are not exercised arbitrarily or unreasonably.

53.

54.

55.

56.

4.1 Consistency between national counter-terrorism legislation and inter-
national human rights obligations

There has been a proliferation of security and counter-terrorism legislation and

policy throughout the world since the adoption of Security Council resolution

1373 (2001), much of which has an impact on the enjoyment of human rights.

Legislative and practical measures to counter terrorism have created many nega-

tive consequences for civil liberties and fundamental human rights, often due to

the fact that counter-terrorism legislation has been hastily established.?®

States must ensure consistency between national counter-terrorism legislation—
whether as separate pieces of legislation or as part of ‘ordinary’ laws, such as the
inclusion of terrorism offences within the criminal code of a country—and inter-
national human rights and refugee law, as well as, when applicable, international

humanitarian law.?” Consistency is essential for both existing and future laws.

4.2 Proposed legislation

In the case of proposed legislation, many States include mechanisms for identify-
ing whether proposed legislation, including on counter-terrorism, complies with
human rights law.?® Treating this practice as a best practice, it has been recom-
mended that: “Proposals for new legislation or amendments to existing laws shall
include a written statement bringing to the attention of the Legislature any pro-
vision in the proposal that appears to be inconsistent with the purposes and pro-
visions of norms of international human rights and refugee law that are binding
upon the State”.*? Such a mechanism represents best practice because it ensures
that the legislature is made aware of any potential violation of international obli-
gations when enacting or modifying laws for the purpose of countering terror-
ism. Because of the potentially profound implications of counter-terrorism legis-
lation, Governments have also been urged to seck to ensure the broadest possible
political and popular support for counter-terrorism laws through an open and

transparent process.'%

4.3 Legislative review of existing legislation

For the purpose of ensuring that existing counter-terrorism legislation complies

with human rights law, the Special Rapporteur on human rights while countering
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terrorism has recommended that: “The Legislature shall, through a specialized
body or otherwise, review and ensure that any law approved by it conforms to
the norms of international human rights and refugee law that are binding upon
the State”.'°" This mechanism allows legislative organs to reflect on, and amend
as appropriate, counter-terrorism legislation that is found to be inconsistent with

the State’s international obligations.

4.4 Judicial role in ensuring consistency with international human rights
obligations
57. Additional to such mechanisms, many States empower the judiciary to strike
down legislation that is incompatible with human rights law, including interna-
tional human rights, or to adopt an interpretation of the legislation that is con-
sistent with human rights.'%? Referring to this practice as “essential”, the follow-

ing has been recommended as a best practice:

“The judiciary shall be entrusted with ensuring that laws do not breach norms of
international human rights and refugee law that are binding upon the State. In
discharging this duty, the courts shall apply the techniques available to them under
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the Constitution, such as:

“(a) Adopting an interpretation of the law that is consistent with the purposes and
provisions of norms of international human rights and refugee law that are bind-
ing upon the State;

“(b) Declaring that part of the law is without legal effect;

“©) Declaring that the inconsistent law is to be of no force or effect, either with
immediate effect or after a period of time that allows the Government to take

remedial steps.” %

58. 'The effectiveness of such mechanisms will rely on the existence and maintenance

of a competent, independent, impartial and transparent judiciary.'*

4.4 Consistency between national counter-terrorism legislation and inter-
national humanitarian law
59. It has been explained that the three recommendations/practices outlined above
should also apply—if a State is involved, as a party, to an ongoing armed con-
flict—to securing compliance with principles and provisions of international
humanitarian law, without prejudice to the obligation to comply with interna-

tional human rights and refugee law.'%%

4.5 Powers conferred on public agencies

60. Where legislation relating to terrorism confers powers upon public agencies, it
has been recommended that the exercise of those powers should, to the broad-

est possible extent, be entrusted to “civilian authorities whose functions relate
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to combating crime and whose performancc of counter-terrorism functions is

pursuant to ordinary powers”.'% The Special Rapporteur on human rights while

countering terrorism has emphasized that “while the privatization of counter-

terrorist functions, such as security measures at checkpoints, should be avoided,

such privatization, where it occurs, should include the same level of accountabil-

ity as for conduct by State agents”.'” Two further points pertain to the confer-

ring of powers under legislation relating to terrorism:

(a)

In any case where discretionary powers are conferred, adequate safeguards
(including judicial review) must exist for the purpose of ensuring that dis-
cretionary powers are not exercised arbitrarily or unreasonably.’%® Checks
might also be implemented through internal and external supervision of
agencies and public servants, as well as through the adoption and compre-

hensive implementation of codes of conduct.’®®

If compelling reasons require the establishment of specific powers for cer-
tain authorities:'° (2) such powers should be contained in stand-alone legis-
lation capable of being recognized as a unique exception to customary legal
constraint;'"" () the provisions under which such powers are established
should be subject to sunset clauses and regular review; and (¢) the use of
such powers for any purpose other than the combating of terrorism must be

prohibited.’?
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To ensure that the application and exercise of all functions under the law relating to
terrorism is in compliance with international human rights law, the following model
provisions on consistency of counter-terrorism practices with human rights and refu-
gee law, and humanitarian law has been formulated:"'*

1. The exercise of functions and powers shall be based on clear provisions of law that
exhaustively enumerate the powers in question.

2. The exercise of such functions and powers may never violate peremptory or non-
derogable norms of international law, nor impair the essence of any human right.

3. Where the exercise of functions and powers involves a restriction upon a human
right that is capable of limitation, any such restriction should be to the least intru-
sive means possible and shall:

a. Be necessary in a democratic society to pursue a defined legitimate aim, as
permitted by international law; and

b. Be proportionate to the benefit obtained in achieving the legitimate aim in
question.

4. If the State is involved, as a party, in an ongoing armed conflict, the above pro-
visions shall apply also to securing compliance with principles and provisions of
international humanitarian law, without prejudice to the obligation to comply with
international human rights and refugee law.

5. If compelling reasons require the establishment of specific powers for certain
authorities:

a. Such powers should be contained in stand-alone legislation capable of
being recognized as a unique exception to customary legal constraint;
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b. The provisions under which such powers are established should be subject
to sunset clauses and regular review; and

¢. The use of such powers for any purpose other than the combating of terror-
ism must be prohibited.

S.  States should establish independent mechanisms for the regular review of the

operation of national counter-terrorism law and practice.

5.1 Regular review of counter-terrorism law and practice

61. Many states include mechanisms for the regular review of counter-terrorism laws
and practices. Some States also include “sunset clauses” requiring the renewal
of laws or of certain provisions within their counter-terrorism law. The Special
Rapporteur on human rights while countering terrorism has recommended that
review should include: (2) annual governmental review of and reporting on the
exercise of powers under counter-terrorism laws; (5) annual independent review
of the overall operation of counter-terrorism laws; and (¢) periodic parliamentary
review."* He has pointed out that, to be effective, it is important that independ-
ent review mechanisms be based on statutory terms of appointment, linked to
the work of relevant parliamentary committees and accompanied by adequate
resourcing,''® Review mechanisms should enable public consultation and should

be accompanied by publicly available reports.'®

Detention in the Context of Countering Terrorism




5.2 Sunset clauses

62. Regular review and the use of sunset clauses are identified as best practices help-
ing to ensure that special powers relating to the countering of terrorism are effec-
tive and continue to be required, and to help avoid the “normalization” or de
facto permanent existence of extraordinary measures.'’” As asserted by the Spe-
cial Rapporteur on human rights while countering terrorism: “Periodic parlia-
mentary review and sunset clauses also enable the legislature to consider whether
the exercise of powers under counter-terrorism laws has been proportionate and
thus whether, if they continue, further constraints on the exercise of such powers
should be introduced, and/or whether the overall operation of counterterrorism

laws calls for their modification or discontinuance”.’'®

The following model provisions on the review of the operation of national counter-
terrorism law and practice have been formulated:'"?

1. Where specific counter-terrorism powers have been created, they shall lapse 12
months after their entry into force, unless the Legislature reviews and renews them
before that date.

2. The Executive shall appoint a person or body to act as independent reviewer of the
application and operation of the law relating to terrorism. The person so appointed
shall, at least every 12 months, carry out a review of the operation of the law relat-
ing to terrorism and report the findings of such review to the Executive and the
Legislature. The report shall contain an opinion on:

a. The implications of any proposed or recent amendments or additions to
the law relating to terrorism, including an opinion on whether these are
compatible with international human rights and refugee law that is bind-
ing upon the State, as well as, when applicable, principles and provisions of
international humanitarian law;

b. Whether the application in practice of the law relating to terrorism, during
the period of review, has been compatible with international human rights
and refugee law that is binding upon the State, as well as, when applicable,
principles and provisions of international humanitarian law.

6.  States should establish national systems of assistance to promote the needs of
victims of terrorism and their families. Victims of terrorism who have suffered vio-
lations of their human rights are entitled to material, legal and psychological assis-
tance. Mechanisms providing for compensation to victims of terrorvism should be
implemented in a way that ensures the greatest possible consistency in the admissibil-

ity of claims and in the award of compensation.

6.1 Dehumanisation of victims of terrorism as a condition conducive to the
spread of terrorism

63. The UN Global Counter-Terrorism Strategy identifies, in its first pillar, the

dehumanization of victims of terrorism as a condition conducive to the spread
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of terrorism.'? It resolves to undertake measures aimed at addressing the condi-

tions conducive to the spread of terrorism, including:

“To consider putting in place, on a voluntary basis, national systems of assistance
that would promote the needs of victims of terrorism and their families and facili-
tate the normalization of their lives. In this regard, we encourage States ro request
the relevant United Nations entities to help them to develop such national systems.
We will also strive to promote international solidarity in support of victims and

Joster the involvement of civil society in a global campaign against terrorism and

for its condemnation. This could include exploring at the General Assembly the

possibility of developing practical mechanisms to provide assistance to victims.”?'

64. The General Assembly resolution on the protection of human rights and funda-
mental freedoms while countering terrorism adopted in 2013 “urges States, while
countering terrorism (...) [tJo ensure that (...) victims receive adequate, effective
and prompt reparation, which should include, as appropriate, restitution, com-
pensation, rehabilitation and guarantees of non-recurrence, including where

the violation constitutes a crime under international or national law, to ensure
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accountability for those responsible for such violations.”'2?

6.2 Need to address the rights of victims of terrorism

65. The need to address the rights of victims of terrorism has been identified as repre-
senting a best practice “not just because it assists the victims of terrorism to rebuild
their lives, but can also help to reduce tensions in society that might themselves
result in conditions conducive to recruitment to terrorism”.'2* States are also rec-
ognizing the need for victims of terrorism to be provided with legal status as vic-
tims of human rights violations (see Guideline 9 herein concerning the right to
effective remedies and reparation for victims of human rights violations) and with
protection of their human rights at all times, including their rights to health, legal
assistance, justice, truth and adequate, effective and prompt reparation.’?* Sup-
porting the victims of terrorism who have suffered serious violations of their basic
rights also includes the provision of material, legal and psychological assistance, in
both an immediate and continuing context.'?* Such support should be provided

to all victims of terrorism or their next-of-kin, without distinction'26

66. The Special Rapporteur on human rights while countering terrorism has recom-
mended that States adopt a legal instrument declaring and protecting the rights
of victims of terrorism.'?” Pending adoption of such an instrument, he has rec-
ommended that States review their national legislation, procedures and practices
to bring these into line with his proposed framework principles for securing the

human rights of victims of terrorism.'??
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67.

According to the Declaration on Basic Principles of Justice for Victims of Crime
and Abuse of Power, victims include “persons who, individually or collectively,
have suffered harm, including physical or mental injury, emotional suffering,
economic loss or substantial impairment of their fundamental rights, through
acts or omissions that are in violation of criminal laws operative within Member
States, including those laws proscribing criminal abuse of power”.'? The Decla-
ration notes that an individual may be considered a victim regardless of whether
the perpetrator is identified, apprehended, prosecuted or convicted and regard-
less of the familial relationship between the perpetrator and the victim.' The
term victim may include “the immediate family or dependants of the direct vic-
tim, as well as persons who have suffered harm in intervening to assist victims in

distress or to prevent victimization”.3'

The Declaration on Basic Principles of Justice for Victims of Crime and Abuse of Power
requires, as minimum standards, that victims should:

68.

+ Be treated with compassion and respect for their dignity;

« Be informed about, and have their views and concerns presented at, legal
proceedings;

- Be entitled to proper assistance throughout the legal process;
« Be protected against intimidation and retaliation;
« Have their privacy protected;

- Be offered the opportunity to participate in informal mechanisms for the reso-
lution of disputes, including mediation;

- Enjoy restitution and compensation, as appropriate; and
« Receive the necessary material, medical, psychological and social assistance.

The Basic Principles and Guidelines on the Right to a Remedy and Reparation
for Victims of Gross Violations of International Human Rights Law and Serious
Violations of International Humanitarian Law (hereafter the Basic Principles and
Guidelines on the Right to a Remedy and Reparation) underscore the need for vic-
tims to be treated with humanity and respect for their dignity and human rights,
and emphasize that appropriate measures should be taken to ensure their safety,

physical and psychological wellbeing and privacy, as well as those of their families.'3?

The following model provisions on reparations and assistance to victims of terrorism
have been formulated:'**

1.

Damage to natural or legal persons and their property resulting from an act of
terrorism or acts committed in the name of countering terrorism shall be com-
pensated through funds from the State budget, in accordance with international
human rights law.
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2. Natural persons who have suffered physical or other damage or who have suffered
violations of their human rights as a result of an act of terrorism or acts commit-
ted in the name of countering terrorism shall be provided with additional legal,
medical, psychological and other assistance required for their social rehabilitation
through funds from the State budget.

6.3 Participation by victims of terrorism in terrorist investigations

69. Victims of terrorist acts must also be allowed access to and ideally, participation
in, the investigation of the acts committed.'** Where a trial against the alleged
perpetrator(s) of the act(s) takes place, a victim-sensitive approach within the
criminal justice system is essential to avoiding re-victimization, and victims must
be treated with respect at all times.”*> Specialist services should be provided to
ensure victim protection (see further the Basic Human Rights Reference Guide
on “Right to a Fair Trial and Due Process in the Context of Countering Terrorism”,
Guideline 10, concerning witness protection), including protection of the private

and family life of victims of terrorism.’*¢ It has been recommended that media
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outlets should, in accordance with the right to freedom of expression, consider

adopting self-regulatory mechanisms for dealing with victims of terrorism.'?”

6.4 Compensation mechanisms

70. Where clear mechanisms for compensation to victims of terrorism are not in
place, States should seck to establish such mechanisms.’*® Some countries allow
for the proceeds of sale of terrorist property forfeited to the State to be used to

compensate victims of terrorism.’3°

71. Whatever the means are for State financing of compensation mechanisms, such
mechanisms should be implemented in a way that ensures the greatest possible
consistency in the admissibility of claims and in the award of compensation.'*
Compensation commissions should be composed in such a way that judicial inde-
pendence and objectivity is guaranteed.'*! Where compensation commissions do
not comport with the requirements of an independent, impartial and competent
tribunal established by law, rights of review and appeal to judicial courts from
decisions of compensation commissions must be available and should, in all cases,
not be frustrated by delays that would discourage recourse to them by victims of

terrorism.'#?
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7.

States have an obligation to conduct prompt, independent and effective inves-

tigations into credible allegations of human rights violations, including those alleg-

edly perpetrated during counter-terrorism operations, whether by law enforcement

officials, intelligence services or non-State actors.

72.

73.

74.

7.1 State duty to investigate allegations of human rights violations

Where credible allegations exist of conduct involving the violation of human
rights, States have an obligation to conduct prompt, independent and effective
investigations into such allegations. This includes human rights violations or
abuses allegedly perpetrated during counter-terrorism operations, whether by law

enforcement agencies, intelligence services or non-State actors.'43

The duty to investigate is explicitly referred to in article 12 of the Convention
against Torture and Other Forms of Cruel, Inhuman or Degrading Treatment
or Punishment. In the context of enforced disappearances, the International
Convention for the Protection of All Persons from Enforced Disappearances
enshrines this obligation in article 3 and expands upon the various elements of
the duty in article 12. The duty is also referred to in various UN Declarations and
Bodies of Principles.’** While the duty to investigate is not explicitly found in
all international human rights treaties, interpretation of these treaties has clearly
established that a duty to investigation exists. As expressed by the Human Rights
Committee, for example, the failure “by a State party to investigate allegations of
violations could in and of itself give rise to a separate breach of the Covenant”.#*
In other words, the obligation to promptly, independently and effectively investi-
gate claims is inherent within article 2 of the ICCPR and, especially, the right to
an effective remedy under article 2(3).¢ The right to an investigation is treated
as the first step to ensuring an effective remedy, since a thorough investigation of
the facts will be necessary to meet the requirements of the right to an effective

remedy (on the right to remedy and reparation, see Guideline 9 herein).’”

7.2 Trigger for the duty to investigate

The right to an investigation does not require an individual to make a formal
complaint.’® Officials that are the subject of investigation must be suspended
during the time of investigation.'** In the case of allegations of torture or of cruel,
inhuman or degrading treatment or punishment, the CAT obliges States par-
ties to investigate such allegations in a “prompt and impartial” manner and to
institute criminal proceedings where appropriate.’® If an investigation uncovers
evidence that human rights violations did occur, the person(s) responsible must
be held to account for their wrongdoing." The failure or inability to do so will
result in impunity, meaning that the perpetrators of such violations are not held

to account.'%2
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7.3 Need for an independent investigation

75. For an investigation to be ‘independent’, the authority whose personnel are
alleged to have been involved in the conduct cannot be the authority that car-
ries out the investigation.'** This means that there should be “no hierarchical or
institutional connection” between the authority or authorities carrying out the
investigation and the persons concerned.’** Independence of investigations will
be particularly pertinent in the context of counter-terrorism, where States may
consider the exigencies of a certain situation to outweigh the requirements of
international human rights law and standards. Nevertheless, the Human Rights
Committee has confirmed that the right to an effective remedy, of which the
duty to investigate is an integral part, is non-derogable and inherent within the

entirety of the ICCPR.>

7.4 Need for an effective investigation

76. Investigations must also be effective, meaning that they must be thorough enough

to enable identification of the alleged perpetrators and of the facts so as to evalu-
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ate whether there is a prima facie case to answer. This means that investigators
must have the resources required to conduct an effective investigation.’*® The
investigative report must be disclosed to judicial authorities without manipula-
tion."*” The Inter-American Court of Human Rights has further interpreted this
to mean that any information required by investigators must be provided by State

authorities, regardless of considerations of national security or “official secrets”.'>

7.5 Transparency

77.  The duty to investigate must also be exercised in a transparent manner, with full
access provided to the victims and their family members.'*® If authorities decide
not to complete an investigation, or not to initiate a prosecution at the conclusion
of the investigation, reasoned decisions must be made public and notice must be
given to the victim(s) and the victim(s)’s family members.'® Where publication
of information may jeopardise an investigation or prosecution, it may be permis-
sible for this information to remain undisclosed to the public, but any restrictions
on access to information must be strictly necessary and provided for by law.'®!

Victims must also be informed of the fate and whereabouts of their loved ones.

Where credible allegations exist of conduct involving the violation of human rights
during counter-terrorism operations:

« The State, through an authority whose personnel are not allegedly involved in
the conduct, must undertake an independent and impartial investigation into
the allegations.

Detention in the Context of Countering Terrorism




8.

. The commencement of such investigation must be prompt and does not
require an individual to make a formal complaint.

- Theinvestigation must be thorough, so as to enable the identification of alleged
perpetrators and of the facts.

«  Where the investigation finds prima facie evidence of criminal conduct involv-
ing human rights violations, criminal proceedings must be instituted against
the persons allegedly involved, whether law enforcement officials, intelligence
service personnel or non-State actors.

Any person whose human rights or fundamental freedoms have been violated

in the course of any action to counter terrorism must be provided with access to effec-

tive remedies and reparation.

78.

79.

80.

8.1 Obligation to provide access to an effective remedy and reparation to
victims of human rights violations

The legal obligation to provide victims of human rights violations with an effec-
tive remedy is reflected in article 2(3)(a) of the ICCPR and article 8 of the Uni-
versal Declaration of Human Rights. The General Assembly has urged States,
while countering terrorism: “To ensure that any person whose human rights or
fundamental freedoms have been violated has access to an effective remedy and
that victims receive adequate, effective and prompt reparations, where appropri-

ate, including by bringing to justice those responsible for such violations”.'¢2

The Basic Principles and Guidelines on the Right to a Remedy and Reparation
outline remedies to be made available to victims of violations of international
human rights and humanitarian law. They require States to ensure that their
domestic law makes available adequate, effective, prompt and appropriate rem-
edies, including reparation in respect of all violations of human rights.’¢* This
includes the victim’s right to equal and effective access to justice, effective and
prompt reparation for harm suffered, and access to relevant information concern-
ing the violations and reparation mechanisms. The Basic Principles and Guide-
lines outline certain obligations on States to provide reparation to victims for acts
or omissions which can be attributed to the State and constitute gross violations
of international human rights law or serious violations of international humani-
tarian law, and to establish national programmes for reparation and other assis-
tance to victims, if the parties liable for the harm suffered are unable or unwilling

to meet their obligations.’s*

8.2 Remedies and reparation must be effective

Remedial provisions should be framed in sufhiciently broad terms so as to enable

effective remedies to be provided according to the requirements of each particular
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case, including, for example, release from arbitrary detention, compensation and
the exclusion of evidence obtained in violation of human rights.'®* To be effec-
tive, remedies should be tailored to ensure that they are both appropriate and
just. Although a single remedy might not entirely satisfy this, the aggregate of

several remedies may do so.'%¢
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